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Summary
The PMP on „The Future of Cyber Security“ - founded by Prof. Antinino Zichichi in 2001 as PMP on „Information Security“ - was always addressing permanent increasing security risks and counter measures of data and information fraud in the digital age, - such as data theft, manipulation or crruption, violation of privacy, distribution of fake data and information, or denial of services - just to mention a few of those risks, Regarding the „Digital World“ of today, a general challenge of increasing importance concerns the exponentially increasing complexity of digital systems, their increasing interconnectivity which results in increasingly emergent behaviour of „Systems-of Systems“. This challenge requires basic fundamental research, e.g on advanced information and communication (ICT) architectures, design concepts for resilient systems design, just to mention two basic research directions, but which are not subject of this PMP.
During this year´s Seminars, panel members hold meetings and gave presentations at the Plenary Session including intensive discussions on recent advancements of ICT developments of computing, sensor technologies, communication networks and software technologies, which enable rapid innovations, such as developments of new AI tools and applications for so-called „smart“ systems. Examples for these tremendous innovations are advanced robotics capabilities, smart energy and e-health systems, or autonomous systems enabled by advanced AI, but open also new challenges - last but not least - for information and cyber security 
Besides technological aspects, status-quo of international normative and legal regulations of ICT developments and applications were also presented and analysed during several panel meetings. In this regard, major attention was given arising regulatory deficits for recent advancements of AI tools and applications. Besides all benefits of AI, the panel considers as a major challenge recent „tsunami“ of increasing opportunities and risks of generative AI technologies and their consequences for our public, private and social life. As almost all AI applications depend on the availability and quality of data, of information and of knowledge, the PMP also emphasizes these important risk and security factors for AI applications and the necessity to generate global public awareness. Regarding potential future developments of AI, the panel points to a recent statement of Sam Altman, Demis Hassabis, Geoffrey Hinton et. al. (in Fortune, May 30, 2023) that “… A.I. poses a “risk of extinction” on par with pandemics and nuclear warfare …”!
Summary of Presentations in Plenary Session 5
During the Plenary Session „Cyber Security Challenges in Conjunction with the Current Crises“, PMP members addressed 4 major security risk and challenges in four presentations:
Information technologies – Quo Vadis? Starting with a brief historical review of ICT developments over past 50 years, the presentation reminded the audience of permanent increasing performance of computing devices and of communication networks while at the same time IT innovation cycles for new products are decreasing. These developments have led to an tremendeous increasing complexity of so-called „smart“ systems and „System-of-Systems“ - a fundamental scientific research challenge to master this complexity.
Special attention was given to rapidly evolving developments of Artificial Intelligence (AI) technologies, tools and and applications. As recent and prominent example, developments of generative AI tools were mentioned, especially of Large Language Models (LLM) like ChatGPT, which open new sources of data and information fraud as well as of security risks.
Besides significant potential benefits of AI tools and applications, the panel also mentioned arising risk factors and new challenges for data, information and cyber security. Besides correctness and validity of applied AI methods and tools, sources, context and quality of applied data, information or knowledge has to be carefully considered. It was also cautioned overestimating expected AI benefits with allusion to the two past so-called „AI winters“, where high expectations on performance of AI tools and applications could not be achieved. 
The presentation also summarized future potentials and benefits of advanced IT-developments based on classical physics, of quantum technology, advanced computing architecture principles like parallel, distributed, cloud or edge computing, inductive and deductive reasoning methods applied in AI applications, and of the necessity for future resilient systems design principles.  
Technological Challenges – AI and Quantum Computing: Nowadays almost everybody in politics, business or in public and private life is direct or indirect talking about Artificial Intelligence (AI) or even using it. But according to a poll in 2018, among 1500 senior business leaders in USA, only 17 percent were familiar with AI. Especially starting with the first release of ChatGPT in November 2022, a wider audience and an rapidly inceasing user community became aware of an AI capability known as generative AI.
Therefore, at begin the presentation summarized in a brief historical review important development steps and keystones of AI: basic methods, algorithms and their applications e.g. in expert systems (in the 80s), as well as of machine learning (in the 90s, based on artificial neural networks, genetic algorithms and statistical approaches), as well as deep learning (in the 2000s, with multilayer neural nets). These ground-breaking developments were enabled by advances in microelectronics and nanotechnology, by permanently increasing computing performance and storage capabilities, by advancing sensor technologies for collection of  huge amounts of data (big data), and by the ubiquitous nature of communication networks and the internet. Besides rapid advancements for businesses and industries, these innovations also pushed and increased demand for social networks, „smart“ systems and innovative AI tools, such as for generation of text (e.g. ChatGPT), images (e.g. DAL-E 2), natural language processing (e.g. Transformer) or platforms for creating multi-lingual chatbots (like BotStar). But these advancing AI technologies also are sources for increased vulnerabilities. security risks, and criminal activities. These developments are opening new challenges regarding ethical and social behaviour of developers and users.  
With the achievement of physical limits of today´s classical seminconductor chip production, quantum physics and technologies are getting more importance for next generation communication and computing. Especially for crypthography communication based on quantum technology will play an important role. While still subject of basic research with many open challenges for practical use, quantum computing and AI have the potential to interact and complement each other. As such, quantum computers could speedup machine learning capabilities or natural language processing. But still challenges like hardware constraints and appropriate algorithms have to be solved.
Finally, as some major achievements of AI along with resulting new security and safety risks and challenges, developments of AI-based face recognition or autonomous vehicles are considered.
Common Code of Conduct, Formative and Legal Rules: This presentation started with a brief review of recent cases that demonstrated missing national and international code of conducts, norms or legal basis for AI applications, in general. With the „tsunami“ of generative AI tools and applications, e.g. based on Large Language Models (LLM) for automatic text generation, especially starting since November 2022 with Chat GPT, leading meanwhile to an exponential wave of worldwide used automatic generation of content without a normative or legal basis. A majority of IPR and copyright regulations throughout the world do not explicitly address Al-generated content – text, pictures, audio, etc. With generative AI, it is not always clear who the creator is or how much involvement a human has had in the creation of the work as chatbots are extensively used by all kind of actors.
 Corresponding consequences and deficits are becoming obvious: Missing measures to ensure legality, correctness, validity and authenticity of AI tools, applications and results, in general. 
A global legal basis is required to ensure legal responsibility of AI tool developers and users, as well as warrantee of data protection and data privacy just to mention some of these open questions. Otherwise, AI and cybersecurity have an intrinsic connection with each other. AI is being rapidly used to bolster cybersecurity and offer more protections against sophisticated hackers. It helps by automating complex processes for detecting attacks and reacting to breaches.
With the exponential increase of AI applications and availability of generative AI tools especially, the AI ecosystem of tools and applications must be secure and resilient from cybersecurity attacks. Besides missing legal regulations or normative rules, codes-of-conduct are urgently required considering ethical and social social consequences. The presentation also mentions some examples of already existing national regulations or policies respective AI, but points to the necessity for international, global approaches which are urgently required to solve at least some of the addressed deficits and problems. 
Data Ethics:  As volumes of measured and collected data, information and knowledge is exponentially increasing - the wellknown „big data“ problem“. Along with this development also problems of data and information fraud, theft and violations of privacy, transparency, accountability and fairness are increasing, so that guiding principles for data ethics are urgently required. 
The presentation defines and explains the importance of data ethics. OECD Recommendations state that ‘‘Private data may only be used and shared with definite boundaries’’. ‘‘Public data should be open, inclusive and clear“. UN Development Group (UNDG) has developed a „… Data Privacy, Ethics and Protection Guidance Note on Big Data for Achievement of the 2030 Agenda…“. According to US-Federal Data Structure, data ethics is „… the norm of behaviour that promote appropriate judgments and accountability when acquiring, managing, or using data“. The European Commission states more general that „…. data ethics is about responsible and sustainable use of data“. In accordance with OECD and UN, basic principles of data ethics frameworks have to include measures of transparency, accountability and fairness of data.
Especially in context of AI applications, compliance with ethical guiding principles or norms plays an important role. These principles or norms have to be related to quality, validity and trustworthiness of data, information and knowledge and their sources. Such codes of conduct and even more legality have to be met in context of personalized content creation (e.g. messages, text, sound, photos, video), as well as for scientific measurements and observations.
 Furthermore, there are other important ethical questions that may be attributed to AI, such as legal liability for autonomous systems, trustability of AI judgements in court, responsibility of AI-led medical operations or medical prescriptions, or liability for dynamic behaviour of robots. AI ethics should be prepared to answer those questions.
PMP Work Program 2023/2024
The panel identified as high priority topics for its activities in the coming year 2023/2024:
· Permanent monitoring of technological advancements, especially of AI technologies, tools and implications on information and cyber security,
· Consideration of social and ethical implications by global use of AI technologies and tools,
· Generation of global awareness for regarding beneficial potential and risks of these technologies,
· [bookmark: _GoBack]Forster development of Codes of Conduct (CoC), normative and legal rules. 
Regarding its activities in the coming year, the PMP proposes in addition:
· Extention of its interdisciplinary PMP membership by AI experts with political, technical, legal, social and ethical expertise;
· The current panel is convinced that stepwise solutions oft he mentioned new challenges require an international interdisciplinary approach, especially to analyse capabilities and risks of these important AI related developments to a wider audience of politicians, professionals,  researchers and to general public.
· Development of a draft Programme for  „Establishment of an International School on AI Technologies and Law“.
More information about the PMPs activities, publications and presentations can be accessed on the PMPs website: https://unibw.de/infosecur
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